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Outline

This presentation

ÅwŜƭŀǘŜǎ ǘƻ ά¢!t ǾǎΦ {t!bέΣ ŀ ǎŜŜƳƛƴƎƭȅ ǇƻǇǳƭŀǊ ǘƻǇƛŎ 
among TAP vendors,

Å9ȄŀƳƛƴŜǎ ǿƘŀǘ Ƙŀǎ ōŜŜƴ ǎŀƛŘ ŀōƻǳǘ ǘƘŜ ά/ƻƴǎέ ƻŦ ǳǎƛƴƎ 
a SPAN port, and how real they are,

ÅDiscusses the real headaches of using a SPAN port, and

ÅLƴǘǊƻŘǳŎŜǎ ŀ ά{t!b hǳǘ ƻŦ ǘƘŜ .ƻȄέ ǎƻƭǳǘƛƻƴ ǘƻ ǊŜƭƛŜŦ 
the headaches. 
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TAP = Test Access Point

Sniffer

Node A Node B

Two NICs are needed!

(e.g., PC+WireShark)
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Aggregation TAP

Sniffer

Packet Buffer
Node A Node B

Only one NIC is needed!

(e.g., PC+WireShark)
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SPAN = Switched Port Analyzer

Sniffer

(Aka Port Mirroring)

SPAN

Packet              Buffer

L-2 Table

Node A Node B
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TAP vs. SPAN ςGoogle Search
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TAP vs. SPAN ςƳƻǊŜΧΦ
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What Has Been Said about SPAN

ÅSPAN is not passive or fail-safe.

ÅSPAN drops packets when Oversubscription occurs.

ÅSPAN grooms packets and affects packet timing.

ÅLayer 2 errors are not visible. Corrupted packets are 
dropped.

ÅThe performance of SPAN is not as reliable or predictable as 
TAP.

ÅSPAN is not always available or accessible operationally. 
Need permission to change switch configuration. 
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Reality Check
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What Does It Mean ōȅ άtŀǎǎƛǾŜέΚ

ÅInterpretation #1: Having no power; not 

using power

ÅInterpretation #2: ñHaving no effectò.

http://www.lovemytool.com/blog/2007/08/span-ports-or-t.html

http://www.lovemytool.com/blog/2007/08/span-ports-or-t.html
http://www.lovemytool.com/blog/2007/08/span-ports-or-t.html
http://www.lovemytool.com/blog/2007/08/span-ports-or-t.html
http://www.lovemytool.com/blog/2007/08/span-ports-or-t.html
http://www.lovemytool.com/blog/2007/08/span-ports-or-t.html
http://www.lovemytool.com/blog/2007/08/span-ports-or-t.html
http://www.lovemytool.com/blog/2007/08/span-ports-or-t.html
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Is TAP a Passive Technique? (1) 

ÅAs to this $20 DIY TAP, the answer is ñYESò, Maybe?

ÅHowever, it does not have much practical use.

üMust use short cables for TAP ports to avoid severe signal. 

reflection and corruption. 

üNo support for Auto-Negotiation.

ü10/100M only, but not recommended for 100M.
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Is TAP a Passive Technique? (2) 

PHY
A

PHY 
M1

PHY
B

PHY 
M2

Bypass Relays

RXTX

External Power

Node BNode A

Sniffer

While power is on, failure of 
tI¸ ! ƻǊ . ǿƛƭƭ άƳŜǎǎ ǳǇέ ǘƘŜ 
traffic flow between Node A 
and Node B 

This TAP supports Auto-Negotiation, but it is not a passive device any 

more and it also becomes a single point of failure. 

DC/DC

On Board Power
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Can SPAN be Made Free of Over-Subscription?

Sniffer

SPAN

Packet                         Buffer

L-2 Table

Node A Node B

SPAN

ÅSPAN can be implemented as shown below to avoid dropping 
packets.
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Does TAP Drop Packets?

Sniffer

Packet Buffer

ÅTAP with two separate receive channels: No

ÅAggregation TAP:  YES.  

Node A
Node B
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Does TAP Cause Packet Delay?

Sniffer

Packet Buffer

ÅAggregation TAP:  YES . 

ÅAn aggregation TAP causes even longer delay than a switch does as its packet 

buffer is usually much larger in size (e.g., >512MBytes) than that of a switch.

[Example]  (worst case estimate)

For an Aggregation Tap with a 512MByte buffer at 100Mbps, 

the delay could be: 512M*8/ 100M = 40.96 seconds

Node A Node B
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Does SPAN affect timing?  

ÅDoes It Matter? Probably not.

ÅEthernet is NOT a TDM based technology. 

ÅEthernet is still a best-effort delivery technology.

ÅLatency and jittering introduced by SPAN is negligible 
compared to the overall delay budget.

[Example]

Voice: A 150~200 ms one-way (mouth-to-ear) delay budget is 

acceptable for high voice quality. 

Delay/Jittering caused by a switch:  < 8 ms (worst case @ 100M)
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Is TAP Useful in Troubleshooting L-2 Errors?

Å Probably not much.

Å TAP does pass L-2 Error packets, but it can not tell who causes the 
problem. 

Å Even if TAP passes L-2 error packets, most packet analysis tools (e.g., 
WireShark) may not able to see them. (more on next slide).

Å Tapping is intrusive. Inserting a TAP may make otherwise real L-2 errors 
άŘƛǎŀǇǇŜŀǊέΣ ƻǊ  Ƴŀȅ ŎŀǳǎŜ [-2 errors by itself.

Å A more straightforward approach is to read error counters from two end 
devices to identify and understand the nature of root causes.

Å Conclusion: TAP is not meant to be a tool for capturing and trouble-
shooting L-2 errors. 

TAP
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Can WireSharkCapture L-2 Errors?

http://www.wireshark.org/faq.html#q7.9
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Is SPAN Not as Reliable/Predictable as TAP?

ÅMost switch vendors implemented SPAN in their switches 
ƳƻǊŜ ŀǎ ŀ άƴƛŎŜ ǘƻ ƘŀǾŜέ ŦŜŀǘǳǊŜΦ Lǘǎ ǇǊƛƻǊƛǘȅ ƛǎ ƭƻǿŜǊ ǘƘŀƴ 
ŦƻǊǿŀǊŘƛƴƎ άǊŜǾŜƴǳŜέ ǇŀŎƪŜǘǎΦ

Å²Ƙŀǘ ǇŜƻǇƭŜ ŎƻƳǇƭŀƛƴŜŘ ŀōƻǳǘ {t!b ŀǊŜ Ƨǳǎǘ άōŀŘέ 
implementations of SPAN, not the theory of operation of 
SPAN.

ÅSPAN can be technically implemented as reliable and 
predicable as TAP in mirroring packets.
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The Real Headaches of SPAN

ÅTherefore, merely comparing TAP with SPAN on technical aspects 
would not reveal the real headaches of SPAN.
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Headaches of Using a SPAN Port?

Q It need authorization/approval to change  
configuration. 

Q There are risks that a switch may be mistakenly  
configured, and things are messed up.

Q It may be hard or not convenient to access the switch.

Q No spare port is available as a mirroring port.

Q¸ƻǳ ŘƻƴΩǘ ƪƴƻǿ ǿƘŀǘ ȅƻǳ ǿƛƭƭ ƎŜǘ ŀǎ ŜŀŎƘ ǎǿƛǘŎƘ ƛǎ 
vendor dependent.

The headaches of using a SPAN port come from the 

operational aspects.
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SPAN: Root Cause of the Headaches

ÅTAP does not have such operational headaches that SPAN does. 

ÅA simple fact: TAP operates outside a switch box, and SPAN is 
conducted inside a switch box

ÅThe headaches are not what SPAN does, but where it does.
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Thinking Out of the Box!!!
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Solution: SPAN Out of the Box (SOB)

ÅUse an eternal switch device to do SPAN outside the main 
switch box, just like using a TAP.
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Why Not Just Use a TAP instead? (1)

ÅPrice, Price and Price.
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Why Not Just Use TAP instead? (2)

ÅUsability, Usability, Usability.

You may need a computer with three network ports (NICs) in 
order to use a TAP to capture packets. 

1x for TX channel from the TAP 
1x for RX channel from the TAP 
1x for accessing the network. 
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Tapping with Laptop


